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ABSTRACT

As a next-generation communication technology, 5G networks are capable of handling large amounts of traffic based on
higher speeds, shorter communication delays, and higher connectivity compared to 4G networks. In this 5G network
environment, base stations are installed all over the city at high density due to their characteristics, and are connected to
user terminals to provide services. Therefore, if the base station is damaged by a malicious attacker, it is expected to cause
great damage to users and society as a whole. So the need for secure communication equipment such as 5G base stations
has emerged. Therefore, in this paper, we propose the security functional requirements derived using threat modeling, a
systematic methodology for 5G base stations, and the security assurance requirements at the level that can cope with the
backdoor issues. The security requirements proposed in this paper can be used for base station design and development to
construct a secure network environment as a security evaluation standard for 5G base stations.
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Table 2. Attack Library for 5G Base station

Num Category Name Author Ref
1 conference Battery Firmware Hacking Charlie Miller (33)
2 conference Exploiting TrustZone on Android Di Shen (34)
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3 conference LTE Network Automation under Threat Ravishankar (35]
Borgaonkar
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5 CVE CVE-2015-5367 -
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(37
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Network Resource Configuration Data
46 aper Analyzing and Enhancing the Resilience of Miﬁ?jvilgabjzﬁzu}{H (38)
pap LTE/LTE-A Systems to RF Spoofing ) R;eed v
(39-67)
When Firmware Modifications Attack: A Case Ang Cui, Michael
78 paper o Costello, Salvatore (68)
Study of Embedded Exploitation
J. Stolfo
Yue Chenl, Yulong
79 technical report Downgrade Attack on TrustZone Zhang, Zhi Wang, (69]
Tao Wei
80 technical report Guide to LTE Security NIST SP 800-187 (70]
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STRIDE $18 #4 714 AHAsAl “STRIDE o4l Adsglk 9gle] AAl $18dl dsl= True
per Element'®} “STRIDE per Interaction 2 Positive 23& ¢ @o| =&} (75, 76). Wt
Table 3. STRIDE between DFD elements and Attack Library
fleme Id | Name |Threat A'ttack Num Elerees 1d Name |Threat A'ttack Num

-nts Library ts Library

T1 R - T119
3 44, 60, 62, T2 Key I 42, 60 T120
Entity | E1 UE 64 gi Process | P8 | manage E 943178(319 g;;
R 68 T5 ment . T123
D 50 T6 E 2,79 T124
S 59 T7
. S/P-G S 27 T8 T 25 T152
Hntity | E2 |y, S 28 T9 R A1 T153
R - T10 I 51 T154
. CRL | S 4 711 | Pate | py | Data I 41 T155
Entity | B3 | gorver [ R 36 Ti2 | Stre store T, 43 T156
S 27 T13 D 37, 74 T157
Entity | E4 SZ;TVP;I‘ S 28 T14 D - T158
R 36 T15 T 25, 28, 60 | T159
S 3, 35 T16 R T160
S 27 T17 I 60, 71, 80 | T161
S 46, 60, 73 T18 I 42 T162
S 75 T19 Data DF1 User I 11 T163
S 28 T20 flow data D 33, 34 T164
T 57, 61 T21 D 43, 80 T165
T 25, 32, 56 T22 D 9, 22, 37 | T166
4G T 3 T23 D 54, 71, 77 | T167
Process | P1 Base R 68 T24 D 18, 63 T168
station I 26 T25 T 28, 25 T169
Data DF2 Network
I 78 T26 flow data R - T170
I 51, 67, 69 T27
I 61, 65 T28 T 25 T231
I 71, 76 T29 File T 28 T232
I 40 T30 ?]itva DF12 | downloa | R - T233
I 42 T31 d I 42, 60 T234
D 43 T235
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A B =FoxE “STRIDE per Element'S A}
Ssle] A4 ¢3S AT Table 3
Ael 9)Eg vehdic)

dAER = AxEe] A A e 2
f3le] AL LS £E57] 98 AHEEE 7
Holth(77). HAS ke 349 HF HEE
ehie] sh¢] == AND, OR A% SalAl 4]
reo 34 5% s S8 ey WA

A BEEE ehiel FATelBe $4E
Bt 9 FAES A9l meo) wpAsle] A
A FANA ogA 49 F A EAHE E
ol o 5 olrh B ERelAE 5G VEAD 714F
oA WA ot B4 HEE AP wmEE 7
Hael FAEE st

ol ¥ ERelA AN 5 EY 7)A)5
of o FAES HYY wEE Azg deld

A, MEQZ ABls AR Asd 93 1A
S, Azdl Aol N Azdl Wz F 6714 T
A mxe T wa g4 Ana ule) o]
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Fig. b. Attack Tree for 5G base station
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Table 4. Mapping among Attack/Threat, Counter measures, CheckLists, and SFRs

Attack/Threat [C | I | A ? ﬁ Ij Countermeasure CheckList SFR
FMT_MTD.2
Checking the error handling FDP_IFC.2
when receiving excessive FDP_IFF.1
Network communication data FPT FLS.1
Flooding (@) Resource FTA SSL.3
Management
Check whether a mechanism to

forcibly reduce the traffic

exceeding the bandwidth is FRU_FLT.2
applied
FMT_MTD.2
Checking the error handling FDP_IFC.2
when receiving excessive FDP_IFF.1
communication data
Amplification o RN etwork FPT_FLS.1
Attack esource FTA_SSL.3
Management
Check whether a mechanism to

forcibly reduce the traffic

exceeding the bandwidth is FRU_FLT.2
applied
FIA_UAU.2
i i FIA_UID.2
Signal 0 Authentication Checking for access to _

Spoofing unauthorized signals FTA_TSE.1
FMT_MSA.1
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Attack/Threat Ij Countermeasure CheckList SFR
Physical Security| Check whether the installed
Jamming Policy place is safe according to the FPT PHP.3
Compliance physical security policy
. . End unused sessions and check FTA_SSL.3
Connection Session
Attacks Management the number of concurrently
& connected sessions FTA_MCS.2
. Destination of Check if the destination of FCO_NRR.1
Traffic o e - .
Redirection Request Traffic response traffic for incoming
Check traffic exists FCO_NRO.1
Unnecessary port FDP_ACC.1
. removal, Check if unused and known
Port scanning
well-known port ports are open FTP_ITC.1

usage check
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Table 6. CC's attack probability score calculation criteria
Factor Value Factor ‘ Value Factor | Value
Elapsed Time Window of Opportunity Expertise
(= One day 0 U.nn.ecessary/ 0 Layman 0
unlimited access
= One week 1 Easy Proficient 3
= Two weeks 2 Moderate 4 Expert
= One months 4 Difficult 10 Multiple experts
(= Two months 7 .
Equipment Knowledge of TOE
= Three months 10
= Four months 13 Standard 0 Public 0
= Five months 15 Specialised 4 Restricted 3
= Six months 17 Bespoke 7 Sensitive 7
> Six months 19 Multiple bespoke 9 Critical 11
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Table 7. Security Functional Requirements for 5G base station

Functional class Security functional compontents

FAU GEN.1 [Audit data generation
FAU STG.1 [Protected audit trail storage

Security audit FAU STG.3 [Action in case of possible audit data loss
FAU_SAR.1 |Audit review
FAU_SAR.3 |Selectable audit receive

. FCO_NRO.1 [Selective proof of origin

Communication
FCO_NRR.1 |Selective proof of receipt
FCS_CKM.1 |Cryptographic key generation

. FCS_CKM.2 |Cryptographic key distribution

Cryptographic support - -
FCS_CKM.4 |Cryptographic key destruction
FCS_COP.1 |Cryptographic operation
FDP_ACC.1 [Subset access control
FDP_ACF.1 |[Security attribute based access control
FDP IFC.2 |Complete information flow control
FDP _IFF.1 |[Simple security attributes

(Class FDP: User data| FDP_ITT.1 |Basic internal transfer protection

protection FDP_ITT.3 |Integrity monitoring
FDP_ITC.1 |Import of user data without security attributes
FDP_SDI.2 [Stored data integrity monitoring and action
FDP_UCT.1 [Basic data exchange confidentiality
FDP _UIT.1 |Data exchange integrity
FIA AFL.1 [|Authentication failure handling

o FIA_SOS.1 |Verification of secrets

;iiig:;i?&gnand FIA _UAU.2 |User authentication before any action
FIA_UAU.4 [Single-use authentication mechanisms
FIA_UID.2 [|User identification before any action
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Functional class Security functional compontents
FMT MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialisation
FMT MTD.1 Management of TSF data
Security management| FMT MTD.2 | Management of limits on TSF data
FMT MTD.3 | Secure TSF data
FMT_SMR.1 | Security roles
FMT_SMF.1 Specification of Management Functions
. FPR_PSE.1 Pseudonymity
Privacy -
FPR_UNO.1 Unobservability
FPT ITC.1 Inter-TSF confidentiality during transmission
FPT ITI.1 Inter-TSF detection of modification
Protection of the FPT PHP.3 Resistance to physical attack
TSF FPT_RPL.1 Replay detection
FPT FLS.1 Failure with preservation of secure state
FPT STM.1 Reliable time stamps
Resource utilisation FRU FLT.2 Limited fault tolerance
FTA MCS.2 Per user attribute limitation on multiple concurrent sessions
TOE access FTA_SSL.3 TSF-initiated termination
FTA TSE.1 TOE session establishment
Trusted path/channels FTP_ITC.1 Inter-TSF trusted channel
el zelA = 271, 43 A A(FCS, of 2" AHE £AT £ S-S IHs] A

Cryptographic Support) FzolAE 471, A}
42} dlo|e] B3 (FDP, User Data Protection)

FHlzeld= 1070, A 2 QAF(FIA,
Identification & Authentication) ZaH2ellA]
= 57, Mk 2] (FMT, Security
Management) Z#zelld= T, ZepolnjA|
(FPR, Privacy) Z e 271, TSF A&

(FPT, Protection of the TSF) Z#|~dlx& 6
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FozedE 3, Hd AZ/AE(FTP,
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Table 8. Security Assurance Requirements for 5G base station

EAL4+ Security Assurance Compontents

Descriptions

ASE_CCL.1

ASE _ECD.1

ASE_INT.1

Security Target

Evaluation ASE_OBJ .2

Systematic security threat identification
and security objective identification

ASE_REQ.2

ASE_SPD.1

ASE_TSS.1

Derivation of security function requirements

ADV_ARC.1

ADV_FSP .4

Development
ADV_IMP.2

ADV_TDS.3

High/low level design and implementation

Guidance AGD_OPE.1

Documents AGD_PRE.1

Describe safe installation and operation
plans

ALC_CMC.5

ALC_CMS .4

Life cycle

ALC_DEL.1

Life-Cycle Support ALC_DVS.2

ALC_TAT.1

ALC_LCD.1

Configuration management

ALC_FLR.1

Security flaw remediation

ATE_COV.2

ATE_DPT.1

Tests
ATE_FUN.1

ATE_IND.2

High/Low level and interface test

Vulnerability

Assessment AVA_VAN 4

vulnerability analysis
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